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REVIEW

of a foreign scientific consultant
on the dissertation work of Alisher Aliuly Skabylov
on the topic "Hardware and software for data encryption based on FPGA",
submitted for the degree of Doctor of Philosophy (PhD) in the specialty 8D06201 -
Radio engineering, electronics and telecommunications.

The dissertation work of A.A. Skabylov is devoted to the development of
software and hardware for data protection during reception, transmission and
signal processing. Methods of accelerating and improving data security have been
applied. Electronic schemes for calculating multiplication modulo and their
hardware implementation on FPGAs are proposed.

The first chapter provides an overview of the current state of the problem. The
necessity of conducting research on this topic is indicated.

The second chapter presents the results of experimentally investigated
generators of cryptographically stable pseudorandom sequences created on the
basis of modern encryption algorithms. An encryption device has been developed
and tested using FPGA based on NPSS. In the process of implementing this device,
methods of multithreaded parallel computing with the formation of information
modules based on a random number generator were applied.

On my recommendation, Skabylov A.A. completed a foreign scientific
internship at the Lublin University of Technology, Polish People's Republic, under
the guidance of Professor Waldemar Wojcik. During the internship, A.A. Skabylov
received practical design skills, including participation in the study of methods for
developing pseudorandom generators. He obtained experimental data on the
statistical properties of the output sequences of the developed generators and
confirmation of their compliance with the requirements.

The developed FPGA-based encryption device for high-speed data encryption
can be integrated into personal computers, and with the hardware implementation
of the block of a set of irreducible polynomials, as well as key generation and
implementations of the encryption block with a conveyor organization, then
autonomous high-performance encryption devices can be built on their basis.

The results of the dissertation work have been published in 4 papers,
including 1 printed work published in an international peer-reviewed rating journal
with a high impact factor, as well as presented at international and republican
scientific conferences and seminars.

I believe that the dissertation work of Alisher Aliuly Skabylov satisfies all the
requirements for the works submitted for the degree of Doctor of Philosophy (PhD)



and I recommend accepting the dissertation work of A.A. Skabylov for p}.lblic
defense for the degree of Doctor of Philosophy (PhD) under the f.tducanonal
program 8D06201 — Radio Engineering, electronics and telecommunications.

SoNG RE fREY
Jongtae Park, Professor Emeritus

Kyungpook National University, Korea
Daegu, 41566 Korea
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. apybexnoro nayunoro KOHCYJIbTAHTA
€PTAUHOHNOII pagore Anumepa Anuyasl CxaGbl10B2

Ha Temy "
na ch A""ap""‘“oe H porpammHoe oGecneuyenne wHGppoBaHHS
' St
AaHHBI oBe ILTHAC", NpeacTaBIenHoli Ha conckaHue yueHoil cTeneHH

AOKTOPA (putocopuu (PhD) no cneunaabHoctn 8D06201 - paaHOTEXHHKA,
J/IEKTPOHMKA U TelekoMMyHHKAIIHM.

JICCEPTALMONKAT  paGota A.A, CkabbutoBa mocBsmeHa paspabOTKe
nporpaMMHOTO H anmapatHoro o6ecmeuenys JUIS 3alMTHl JAHHBIX TpU MPUEME,
nepefaie U 0bpaGotke curnanop, [Tpumenensr MeTobl ycKOpeHHs U MOBBILICHHA
0e30MacHOCTH RaHHbIX. [Tpeanaratorcs 371eKTPOHHbIE CXeMbl VIS BbIYUCICHHA
yMHOXCHHA IO MOAY IO 1 uX annapaTuas peanu3auus Ha [TJIMC.

B nepBoii rmase naetes 0630p Tekymmero cocTosHus npo6embl. YKa3blBaeTCs
Ha HEOOXONIMMOCTb IPOBEAEHHS UcClIe oBaHME Mo JIaHHOM TeMe.

Bo BTOpoi rmaBe mpencrapiens: pe3ynbTaThl  3KCIIEPUMEHTAIBHOTO
MCCIIEIOBAHMS T€HEPATOPOB KPUNTOrpaQuyeckd YCTONYMBBIX MCEBIOCTYyJaiHBIX
[OCNIEI0BATENIbHOCTEH, CO3MaHHBIX Ha OCHOBE COBpPEMEHHbIX a&JIrOpUTMOB
wuposanusa. Paspaborano u NPOTECTHPOBAaHO YCTPOWUCTBO LUM(POBaHHA C
ucrione3oBanneM IUIMC ma Gase NPSS. B mpouecce peanu3auuu AaHHOTO
YCTpOHCTBa  OBUIM  NDUMEHEHBl METONEl MHOTOMOTOYHBIX MapalIeNbHbIX
BBIYMCIIEHHH C  (OpMHpOBaHHEM HH(OPMALMOHHEIX MOXyJeif Ha OCHOBE
reHepaTopa CIy4aiHbIX YUCell.

ITo Moe#t pekomennauuyn CkabeinoB A.A. mpouwen 3apyGexHyI0 HayYHYIO
CTaXkHpoBKy B JIIOGJIMHCKOM TexHoJOrM4yeckoM yHuBepcuTeTe [loNBCKOM
Hapoanoii Pecrry6nuku nmox pykoBozacTBoM npodeccopa Banbaemapa Boiiunka.
Bo Bpems craxupoBku A.A. CkaObUIOB NONyYMJ MPAKTHYECKHE HABBIKM
MPOEKTUPOBaHUA, BKJIKOYas Y4YaCTHE B HU3YyYEHHH METOAOB pa3paboTKu
nceBgocnyyaiHelx reHepatopoB. OH MOMY4YHMJ 3KCMEPUMEHTalbHBIE NAHHBIE O
CTATUCTHYECKMX CBOMCTBaX BBIXOJAHBIX MOCIEN0BATENBHOCTEH pa3paboTaHHbIX
FeHepaTOpoB U MOATBEPKAEHHE UX COOTBETCTBHS TPEOOBAHHUSAM.

PaspaGoranHoe luudpyromee YCTpoictBo Ha ocHoBe FPGA  nns
BbICOKOCKOPOCTHOrO LIM(pPOBaHHs JaHHBIX MOXET ObITh HHTErpUPOBAHO B
MepCoHaNbHBIe KOMMBIOTEPH], W TMpH amnmnapaTHOH peanusauuu Onoka HaGopa
HEMPHUBOIMMBIX MHOTOUJIEHOB, a TaKXe IeHepally Kioved W peanusauuu Gioka
WKHpoBaHus ¢ KOHBefiepHOW OpraHW3alUuel, Toraa MoOryT ObITh CO37aHBI
4BTOHOMHBIE BBICOKOIPOU3BOAUTEILHBIE YCTpOHCTBA IH(POBAHUA MOCTPOEHHBI
Ha uX ocHOBE.

PesynbTaTsl AuccepTaUMOHHOH paboThl OMyONHKOBAHE! B 4 craThix, B TOM
Yicne B | rmeyarHoi paboTe, OMyONMKOBaHHOH B MEXIyHapOIHOM

Pelen3npyeMoM peHTHHIOBOM KypHAJE C BRICOKHM HMIIaKT-(aKTOpOM, a TaioKe



npeACTABJICHDBI HAa MEXTyHApPOAHBIX U pecnyObMKaHCKuX Hay4HBIX KOH(EpPEeHLUsIX
¥ ceMHHapax.

Sl cuuTalo, 4TO AMCcepraumonHas pabota Anuwepa Anuyns CkabbuioBa
YROBICTBOPACT  BCEM  TpeGoBaHusM,  npeabsBnsieMbiM K paGoram,
MpEeACTABIACMBIM Ha COMCKaHWe yueHoli cTereHM gokTopa dunocoduu (PhD), u
peKkOMEHAYIO TIPHUHATE AHccepTaunonHyio paboty A.A. CkaGbiioBa K MyGIHUHOIM
3alUTC HA COMCKAaHME Y4YeHOW cTemeHM JokTopa dumocodun (PhD) mo

06pa3oBaTeNbHON nporpamme 8D06201 — Pangvorexnuka, 3yeKkTpoHHKA WU
TEEKOMMYHHUKAIHU.

/moanuch UMeeTcs/
Iapx Yonms, npogeccop

Hayuonanvhviii ynusepcumem Kenbyx, Kopes
Ts2y, 41566 Kopes:

Onexmpornas nouma: jtpark@ee.knu.ac.kr
Tenegon: +82-10-9805-5543



Y HUBEPCUTET JIOTOTHII]

«8D06201 - Pagnorexnnka, 3JIEKTPOHHKA HKIHe
Te/JeKOMMYHHKAUHSAIAP» MaMaHAbIFbI GolibIHIA (HI0CODHS JOKTOPDI
(PhD) papesxeciu any ywin Cka6ritos daimep Dauyisimein «ILTAC
Herisinjie MTIMeTTepAi HppPAayabI annapaTThIK koHe 6aFIapIAMATBIK
KaMTaMackbl3 €TY» TaKbIPbIOb! foHbIHIIA JUCCEPTANUATBIK KYMbICHIHA
WeTeIK FhIALIMH JKeTeKIIiCiHiH

ITIKIPI

©. ©. CKabBUIOBTHIH JMcCepTALMANBIK KYMBICH! CHTHANIapIbl Kabbumiay,
Tapary XoHe OHJIey Ke3iHIe JepeKTepli KOprayFa apHanFaH OaraapiaMaibiK XoHE
anmapaTTHIK Kypaijap/sl a3ipineyre apHanras. Jlepektep Kayinci3airid XeAenaery
KOHE KaKcapTy ajicTepi KonaHsUias., Moy ibiik KeOenty OOMBIHIIIA €CENTEeYre
apHaiFaH SMeKTPOHOBIK cxemanap mex onmapasl TIJIMC-ke anmapaTThiK eHri3y
YCHIHBUIBL.

Bipinmi Tapayza MoceneHiH aFbIMIarbl KyWiHe IIOJNY JKacanaibl. Ochl
TAaKBIPHIN GOMBIHINA 3ePTTeY XKYPrisy KaXeTTilliri KepceTUIreH.

Exinmi TapayJa 3amauayd wuppray anropuTMAepi HerisiHie acajraH
KpHHTOFpathHJIBII( TYPaKThl JKaJFaH Ke3[eicoK Ti30eKTepaiH TeHepaTopIaphHa
SKCTIEPUMEHTTIK 3epTTey HoTIKeNepi kenTipinreH. [o3HIMAIBIK eMec KOIMYIIEJK
canay xyiteci Herisinaeri [UIC kemeriMeH wudpiay KypbLIFbICh! 93ipIeHA JKoHe
chiHaNBL. ByJ1 KypbUIFbIHBI icke achipy GapbIChiH/a Ke3eHCOK CaHap reHepaTophl
HeriziHZe aKmapaTTHIK MOZYJTbAEPAi Kypa OTBIPEIN, KON arblHAB MapanieNbi
ecenTey aicTepi KOMAAHBUIABI.

Menin ychiHbichiM OofibiHma ©. ©. CkabbuioB mpodeccop Banbaemap
Boiiuukrid GacuwsuibirbiMeH Ilonbma Xanelk PecnyOnukacbibiH, Jlro6nuH
TeXHONOTHANBIK YHMBEPCHUTETIHIE WIETENAIK FBUIBIMA TarbUIBIMJaMaiad eTTi.
TarsuieiMaaMa Gapeickina ©. ©. CKaObLIOB XKallFaH Ke3leHCOK IeHepaTopliapbl
a3ipney omicTepiH 3epTTeyre KaThICZbl KOCa alFaH/a, NMPaKTHKAIBIK jobanay
mapmpLiapelH  anasl. On  @3ipleHreH IeHepaTOpNapABIH INBIFRIC Ti3GeriHiH
CTATHCTUKANBIK KACHETTEpPI Typaubl JKCTIEPUMEHTTIK MANIMETTep alibl XXOHe
oJ1apZibIH COMKECTIriH pacTa/bl.

Horapsl KbUIZaMAIBIKTB mepektepai mmdpnayra apHanrad ITLUIMC-ka
Heriszenren mubpiay KypsUIFBICIH Aepbec koMnbroTeprepre GipikTipyre bonazs,
an KenTipinMEHTIH KemMylenep JKUbIHTHIFbIHBIH OJIOrbIH annapaTThik TYPAE
)Ky3ere achlpy, COHAaH-aK KiNTTepAi Kypy XoHe KOHBeMepiK yiibIMMeH udpray
GNOTBIH eHTi3y KesiHZe aBTOHOMIbI JKOFaphl eHIMAI WHQpay KYpBUFBLIAPEI

kacasysl MyMKiH.



JlMcCepTaLusNbIK XYMBICTIN HoTix)enepi 4 MaKaaza, OHbIH iLliH/e MMIAKT-
(aKTOpBI  JKOFAaphl  XaNlBIKAPANHIK peleH3WsIaHaTBIH PEHTHHITIK JKypHAIIa
apuananraH 1 6acna sxxymeiceiHIa YKapUSNaHIBI, COHai-aK XaJbIKapanblK KoHE
pecryOIMKaNbIK FBITBIMU KOH(epeHUusIap MeH CeMHHapIap/ia YChIHBUIAbI.

Onimep Onuynsl CKaGBUTOBTHIH AHCCEPTALMATEIK HKYMBICH (HIOCODHS
noktopel (PhD) reitbiMu  fiopexecin any yuIiH YCHIHBLIATEIH KYMBICTapFa
KOMBUIATEIH GapiBIK TananTapipl KaHaFaTTAaHABIPAZb Jell caHaiMEIH KoHE
8D06201 — PanmoTexHuKa, 3NeKTPOHHKa KaHe TeleKoMMyHuKauus OiniM Oepy
barnapnamacs! Goifbiama dunocodus oxropst (PhD) FBUTBIMH ZIopeXeCiH ary
yiliH ©.9. CKaGbUIOBTBIH JuCCEpPTALMAIBIK HKYMBICHIH KemnuiiyiKk anablHaa
KOprayFa KaObLi1/1ay 16l yChIHAMBIH.
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